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l. Introduction

The creation of daographic public use roro-data files fuelld a scientific and
policy revolution. Restricted access to busseicro-data in the early9b0’s sparkd a
similar seachange in the qualityfoanalytical and policy work. In both cases a wide
range of social scientists developed nempeical insights into social behavior, policy
makers were able to base decisions oghhquality datisticd analysis, andentire
generations of students grew wjth the s$atigical andanalyical tools that only access to
micro-data can bestow. Everora conpellingly, this nassive social benefit was largely
achievedsimply by diglosurepratectingalrealy exiging datases — with little addtional
respondent or taxpayer burden.

It is now apparent, howevethat new challenges threatthe ability of national
statistical istitutes (N3s) to releas high quality public ue data files.Technological
advances in coputer capacity and achingtechnology combined witthe explosion of
online accesto federal, state andcial adninistrative recods mean that NSIs ost either
severely deade tle quality of public use datdlds or refuse to release themorder to
protect respondembnfidentiality.

The respose to this threat bythe datigical canmunity has beeto develop new
technical ad non-techital appraches to presrve confidetiality but maintain the ane
quality of statistich analysis tha was possible using old techniques. The NSI
community is also responding tbe issue — the Conferenoé EuropeanStatisticians
recertly establisled a working group to recomend approaches toieno-data access.
This paper discusses the pilieen of a combination of several approaches: the

developrent of inference-valid syntheticiano data, the establistent of a restricted



access site for reste analysisof the dataand accesgo the “gold sandard” aalytical
data set through a Research Data Centerarkivit also describes the actual approach
currently being used tdevelop ncro data files that cabe used for the analysis of
retiremrent decisons aswell as tle impact of reforns to statespecific needs-tésd
prograns. It also describes the pr@®a of thedevelopnent of other diasets - particularly
multiple pwblic use files that canebcreatedfrom the sane underlyig data that cané
targeted at different audiences.
Il. Background

A mgor issue with developing new dataroducts of this type is that it is
necessary to build a common body of understapdif the set of applications in which
the product yields higlguality analytical reults. This requires a ogarison of the
results based on the synthetic data produith the results on the “gold standard”
confidential source file. This poses serimmnstraints preciselpecage access tohe
“gold standard” file is, by definition, highly s&ricted. An obvious solution is to develop
a two-part accessr@ocol. The first paris to provde accessto the full netadata
repository & information, together with theynthetic data at a restricted access data
center — a “virtual” Research Data CenteResearchers can use such a site to gain
familiarity with the dataset stieture, develogcode, and gimate analytical rodels. One
the analgis is developd as far as feasible dhis site, the madels can beerestinated at a
ResearctData Ceter a the “gold standartl file. The comparison othe two sets of
estimates an be distributed as widely as pdde — ech analysis will proide an
increnment to the common body éhowledge as to what waskand what doesn’t. his

section describes therde-layered approach



i) Synthetic data

A great deal of attentiohas recently begpaid to the poteral of using synthetic
data as an alternative appoh to releasing public use ddiies. (see Muraldhiar and
Sarathy, and Abowdnal Woodcock for reviews).In this paper we concentrate on the
approach used by the latter: developing @asconposed of draws ém the posterior
predictive distribution of theonfidential data, given sanconventionally disclosure-
controlled data

The intuition behind this approach igaghtforward. e descthe his for the
linear case for ease a@xposition.) Theactual nmicro data,Y, - are replaced by a
sciertifically valid replacenment. While oneobvious candidate would be the predict¥ed
conditional on everythmpwe observe, this wodlnot incorprate tle inherent varialdity
of the mcro-data — particuldy, outliers and unusual case¥he clea sdution to this is
to begin with the distribution of the predicté@s plus the residuals, the posterior
predictive distribution Praatally speaking, the approach generates a prediction and a
residual for eacly variable 10 tines - the implicates” Statisti@al models using the data
can tlen awrage theresillts from all tenimplicates. Stanatd error formulas are avidable
and sinple to conpute. The rethod has been igeneral use in statistics forone than 25
years for handling msing data antias recently been foalized for the synthetic data
problemby Reiter (2002, 2003a and 2002in)d Ragunathan et al. (2003).

One examle of this approach is to eate a nictro dataset of a universe of
enployees at a point in tienin which the vadbles to be disclosure proofed include the

person idetifier (atificial), the €x, the cainty of residence and the date of birth



(year:nmonth:day) In this exapie sex and @unty of residence are disclosure controlled

using conventional ethods.
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Figure 1

The disclosure proofing approach is tonicthe table: sex by county of residence,
and call each cell siza(i,j). Then for each cell creat€i,j) recordswith the appoprate
values of sex and county of Residence. Fahe&cord, treat date of birth as an item
missing value, given sex andunty of residence. Then,tesate the posterior predictive
distribution for date of bit, given sex and county of Residence and create plesarn
n(i,j) values fromthis posterior predictive dliribution, one for eaclkynthetic record.
Repeat the proceduid times for each cell. The reking synthetic datavould exactly
reproduce conditicah distribution of birth date in the sex by county of residence table by
the properties of the posteripredictive distribution.

What are te advatages of this appaclt? The synthetic aa are inferece valid.

They contain the sagrstatistical information asthe mcro data, as it is somarized inthe

2 In practice, lhe nunber ofvariables in eactcell cauld be quite large.



posterior predictive distribution. Viéry recad in the synthetic da set contains an
imputed date of birth, hence, no recordresponds to a person in the population from
which the original data were collected. dddition, the univariate distribution of date of
birth within sex by county of residence cedn be reproduced to an arbitrary level of
precision and the effect of disclosure protatton data quality can beeasured. Finally,
the multiple synthetic d&a inplicates are nd identical so theraalyst can ge thebetwen
implicate vaiation to neasure thextent to which conélertiality protection made the
inferences less precise.

In prectical terns, an inportart addtiond value of such inference-valid synthetic
data is tlat nultiple public ue files canbe created from the sanunderlyng cita -
targeted at different @iences. For exanple, sone users of business data (such as
transpotation agenies) are @rticularly interested in geogrgphic deail, while othersare
interested in industry detail (du@s industry analysts). Proind both levels of detail on
the sam data seimmediatdy re-identifies importart busiresses. Hoewer, inference-
valid synthetic data could heésed to produce twseparate da sets that can not be re-
linked for such re-iddification. For exarple, a derogrgphic dataset such as the Survey
of Inconme and Program Partipation (discussed below) has at leasb fimportant user
constituenes. One constigncy is intersted in nodeling the particigtion in welfre
prograns that are state-specifioyith state specific qualifiteon criteria — in which case
geography is critical. Anotheonstituency is intested in modeling retireent decisions
— in which case date dfirth is critical. It is well known that including both of these
items in a file is a seous disclaure risk (Sweeney) — so the ability to release two

separate files, each tatgdto their diginct audiencesis extrenely attractive. More



conplex relationships can also beodded (see for example, ®¥ddcock 2003, or
Abowd’s presentation on http://wwwhan.org/nsfpresentations/index.tm
i) Restricted access Data Center — the “Virtual” RDC

If multiple users can aess the sae datasg and build @ an exsting datalase
infrastricture, thee ae nunerous advantages. Results canreplicated or expanded —
which isa aitical condtion for scientific validity. Reseechers @n use existing datasets
to condition their analyses in different yga with different foci, which develops a
broader understanding of the gegligahility of results. Inaddition, the common use of
similar dataset builds a conon body of knowledgeas has been the case with public use
files such as the Public Use Mi&anple for the Decennial Census and the Current
Population Survey.

One increasingly iportant approach fofacilitating researafr access isto
maintain the data in asecure, retrictedaccess environamt, but widely distribute
synthetic data through a restricted-accestesite. Becase the simlated data cabe
used at lessecue stes thanthe gatistical agncy itself, resgrchers can develogn
understanding of the structure of the dataaatsuse simated datao develop code and
estimate basic relationships be#osending te code to the an official seeusite to

estimate the underlying relationship®in the actual confidential data.

% Indea, avery powerful casefor this agproach hasbee madeby Soete ard ter Weel 2003.



Figure 2
The National Institute on Aging anthe National Science Foundation have

already invested in the developnt and provigin of simulated data todected uses at
the Cornell Restricted &ess D& Center (CRADC). Reseamhacess to theselata is
supervised by the CRADC. The purpose the CRADC is to provide xternd
reseacheas with acess to thesimulated d#éa as well asaccess to theasic dda research
tools. Computing resourcesrfiacilitating research on syntti@data are provided on the
CRADC nodes. These resources inclUsl&S, Stata, Matlab, Fortran V6, O,

Genstat, Gauss, eViews, ASREML, data cosiom software StatTransfer, as well as



tools such as TextPad, Microsoftfice, Scientific Workplace, and Adobe Acrobat. An
exanple of what the siteobks like froma researcher’sffice is provided in Figure 2.
iii) Researh Data Centers

An important corponent of develdpg anew cafidentiality protection gstemis
to develop a research data center (RDC) adtvin which the quality of the new data
product canbe tested. The one sites thatre available ahaccessile, the greater the
ability of the scientific community tdouild the core common body of knowlge
necessary for the acceptance and of the new data prociu

The existence of such a network is,amiurse, critical whether or not synthetic
data approaches are adopted. An importansequencefothe increaisg threat of re-
identification is that nore and nore noise isbeing added to public use datasets — with
analytical consequences that woud@ unknown without access tine underlying
confidential data. Since noise additionraymseriously bias estimated coefficients,
researchers ight, for exarple, incorrectly codude that earnings flerentials by race
and sex had vanished over ¢im rather thamrealizing that mare noise had been added
over tirre!

The basic structure of the RDC netwankthe United States is well knen, and
described in both Dunne (2001) and ore t@enter for Economm Studies website

(www.ces.census.gdv Briefly, RDCs enable extemhresarchers to accessiaro-data

under strict security protol All researchers nst become Special Sworn Status
enployees of the Census Bureau (which involves fingerprinting,Bdnckeck, and a
oath to prtect the cafidentiality of respondents — which, if brek, subjectsthe

researcher to the penalty of a $250,000 fine@nbliyears in jail). The researcheush



docunent which fles will be acessd, which \ariables ugd, and ér which peria of
time. The researcher must also demonsthatethe predomant purpose of the research
is to improve Census Bureau censuses, eys\and inter-cesal population estiates, and
provide a post-projedetification that ths has been achieved.

However, the RDC network still ippses sbgartial acess osts. To dte, thee
are seven lpysicd RDC sites in the U.S. — so the vasfjonity of reseachas are not
physically close enough to belato easily accessioro data Even researchers who are
reasonaly close to an RDQGnust comnt subgantial anounts oftime away from their
own office and researchaterials. Clearly, the cobmination of a “Virtual” RDC wth a
real RDC network reducesamy of these costs.

lll. Applica tions

One initial gplicaion of this appoach ha been to developublic use file based
on a natch between th Survey of Isome and ProgranParticipation (8P) and detailed
administrative earnings histories. Aaar goal of this new public use data set is to
increase access by researchers studying rediteand disability issues to this newaro-
data source — given that accurate infation on individual earningsistories, corbined
with denographic infornation, are critical nputs to nodeling the retiremnt decision.
The production of this data sistconsidered one dfensus’s or Title 13 uses of the
administrative data.

The develpment of this micro-cata file involved the estalishment of a
comnittee with the policy, didosure, survey improveent and production, and research
staff from three agencidbat are data custodsnthe Census Bureau, the Social Security

Administration, and the Internal Revenue Sesie and two agencies that are data users
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- the Congressional Budget Ofticand tle Social Security Administration. The
comnittee had to rake a nurber of decisons - sumrarized in the following steps:

1. The focus of the targetudience (which was re¢iment and disability
reseaches).

2. ldentify key variables necessarymodel outcores of interest.

3. Investigate feasilty of traditional disclosue-proofing methods (prinarily
coarsening and itesuppression).

4. Create an internal-use t&l-Standrd” datast with two functions: deemine
that the apppriae reseach-required set of variables has been included and act as
a benchrark for the eventual public-use version.

5. Create a sythetic dataa from the “Gold-Standard” file.

6. Test the syntheticathset to asceain that it prevents reidentification of SIPP
individuals and preservesatistical relationshipamong variables through a
restricted access site.

7. Disseninate the new products.

The first four steps have been taken, arafitst version of the synthetic file is
expectedto be createdby Ocbber — the remrchers in thegroup will then begin to
evaluate the quality dhe syntheticife.

Another aplication of this apprach has bento aeae asynthé¢ic datase for
French longitudinally linked eptoyer datd. The quality 6 this apprach is evdent in
Figure 3 — using French data, Abowd anddtfcock show that there is ast no

difference between results estied usingsynthetic (nasked) data and real data.

* Abowd and Woodcodk (2001); Abowd and Woodcock, 2003. They cal the echniue disaussel herein
“maskeddat.” Note thatno public use nicro dat productswere release as apartof thisreseach.
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Figure 1

Summary

The continued distribution of public usetakiles is clerly thredened ly the
increased re-identificationsk associated withoth technological@vances in linking
software and the widgsead avdability of admnistrative records. tlis clea tha
new approaches to developing public use fllEa must be investigated. This paper
suggests the adoption of a three-tiered @@ that cofines both technical and
non-technical approaches. The technical @@gh — the creation of synthetic datasets
— could, in principle, perinthe creation omultiple public use datasets from a single
underlyng confidential file that couldbe custorized for multiple different
constituencies. The non-technical approado isonbine the use of an already well

accepted RDC network with that af“Virtual” RDC to both reduce ¢haccess &ts
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and develop a comom body of knowledge abotite quality of the results generated
from the amlysisof syrthetic dda files elative to that fom confidentid micro-data.
While the initial results have been quiggomsing, nore extensive research is

ongoing.
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